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Abstract

Adversary-Centric Defensive Architecture (ACDA) reframes enterprise security
around real-world attackers' tactics, techniques, and procedures. Instead of
hardening every asset equally, ACDA begins with a rigorous external attack-
surface census, quantifies exposure, and then drives “outside-in” mitigation that
converges on the most probable paths to compromise. The model fuses threat-
informed defense [2], Zero-Trust access enforcement [6], and the risk-
management guidance embedded in the NIST Cybersecurity Framework 2.0 [1]
into a continuous Discover — Detect — Defend life cycle. By embedding the
Cyber Kill Chain’s attacker-workflow logic [8] into design-phase decisions, ACDA
converts security from a compliance-driven afterthought to a proactive
engineering discipline. Early pilots show that organizations adopting ACDA have
shrunk externally exposed services by 32 percent and cut mean time-to-
remediate critical vulnerabilities from 27 to 11 days. The approach therefore
offers a defensible, data-backed path to anticipate, disrupt, and withstand
modern intrusion campaigns.
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Figure 01. ACDA drives attack surface intelligence to Security teams.
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Adversary-Centric Defensive Architecture
for A Threat-Informed Approach to External
Attack Surface Defense

1. Introduction

Cyber-threat actors now exploit cloud misconfigurations, third-party software
links, and automated toolchains faster than perimeter-centric controls can react.
Traditional “moat” architectures, therefore, struggle to defend hybrid
environments that expose APIs, SaaS workloads, and remote endpoints to the
public Internet [2] [6].

Adversary-Centric Defensive Architecture (ACDA) offers a proactive alternative.
It begins by enumerating every externally reachable asset, then adversary
intelligence and simulation are applied to reduce the attack surface before
internal defenses are tuned. ACDA unifies five proven principles:

e Outside-In Security - Mitigate external vectors first, treating the public
attack surface as the primary design boundary [8].

e Attack-Surface Reduction (ASR) - Locate and harden exposed services,
ports, and identities before deeper network segmentation [1].

e Threat-Informed Defense (TID) - Map mitigations to observed tactics,
techniques, and procedures (TTPs) catalogued in the MITRE ATT&CK
framework [2].

e Zero-Trust Architecture (ZTA) - Assume every request is untrusted and
require continuous verification of identity, posture, and context [6].

e Cyber-Resilience Engineering (CRE) - Engineer layered controls that
degrade gracefully, maintaining critical functions under sustained attack

7]

By forcing architects to see what attackers see, the outside-in methodology
prevents silent exposure creep accompanying cloud, remote-work, and M&A
expansions. Security teams shift from audit-driven checklists to adversary-
informed design decisions that block or absorb attack paths before incidents
materialize.

ISAU-RP-900-2024-ACDA
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This research paper distils ACDA into actionable guidelines for security
architects, engineers, and executives seeking a measurable, intelligence-driven
blueprint for resilient enterprise design.

1.1 Background

1.1.1 The Outside-In Paradigm

Outside-in defense mirrors forward defense in military doctrine and boundary-
layer reinforcement in materials science: protect the perimeter first so core
assets never face unfiltered stress. Systems-engineering practice likewise begins
with external-interface hazard analysis before internal fault-propagation studies.

1.1.2 Historical Roots of Attack-Surface Thinking

The phrase attack surface emerged in the 1990s as software security
researchers quantified entry points that could be exploited. Microsoft formalized
attack-surface reduction in its Secure Development Lifecycle (2003), embedding
the metric in design reviews. The rise of cloud and API-centric systems in the
2010s spurred attack-surface management platforms that continuously scan
public-facing assets. Concurrently, MITRE’s ATT&CK matrix (2015-present)
codified adversary behaviors, reinforcing the need to pair surface-reduction with
threat-centered analytics [2] [3] [4] [5].

ACDA synthesizes attack-surface metrics, adversary models, and zero-trust
enforcement into a single engineering life-cycle for today’s hybrid enterprises.

ISAU-RP-900-2024-ACDA



Page 8 of 40

2. Problem Statement

Modern adversaries exploit cloud misconfigurations, software supply chain gaps,
and remote-work exposures faster than legacy perimeter tools can adapt.
Because perimeter controls trust everything once it is “inside,” attackers who
capture credentials or abuse misconfigured APls can move laterally almost
unnoticed [6]. Continuous expansion of Internet-facing services and scant
visibility into third-party assets widens the attack surface and erodes defenders’
reaction time [2].

2.1 Key Challenges ACDA Must Solve

1.

Perimeter reliance is obsolete- Static firewalls and VPN chokepoints
assume a clear boundary. Credential-theft campaigns, phishing, and SaaS
takeover routinely bypass these controls [6].

Attack-surface growth outpaces visibility- Cloud, hybrid, and DevOps
pipelines spawn IPs, sub-domains, and APIs faster than asset inventories
can update, leaving exploitable blind spots [1] [2].

Adversary simulation is missing from design- Many architectures
satisfy compliance checklists but never model how real attackers chain
tactics from the MITRE ATT&CK matrix [2] or the Cyber Kill Chain [8].

Detection and response remain siloed- SOC tooling rarely correlates
external reconnaissance with internal anomalies, so early indicators get
lost and dwell time stretches [9].

Rogue external IPs, ports, and assets- Shadow IT and fast-moving
DevOps teams launch cloud resources without security oversight.
Untracked endpoints accumulate unpatched CVEs and misconfigurations
that attackers scan for first [3] [4] [5].

2.2 Attack-Surface Threats & Vulnerabilities

Figure 02 depicts how exposed services invite exploitation:

Vector 1- Unknown IPs or open ports provide unaudited entry channels.
Vector 2- Publicly disclosed CVEs let adversaries automate exploitation
the day a PoC drops [3].

ISAU-RP-900-2024-ACDA
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e Vector 3- Stale DNS records and unpatched assets furnish footholds for
persistence and lateral movement.

By applying ACDA’s outside-in workflow, security teams continuously discover
these exposures, prioritize fixes, and validate remediation through adversary
simulation and threat intelligence.

Figure 02. Attack Surface Threats & Vulnerabilities
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2.3 Why an Outside-In Strategy Is Essential

Most frameworks still presume that robust internal controls will prevent breaches.
ACDA inverts that assumption. It begins where attackers begin—scanning the
organization’s public footprint—then hardens or removes those entry points
before tuning internal segmentation. Continuous monitoring and attacker-centric
analytics ensure new exposures are flagged and mitigated long before they can
be chained into a full-scale compromise. In short, ACDA moves defenders from
reactive clean-up to proactive risk elimination, aligning security architecture with
modern adversaries' real economics and behaviors.

3. Technical Analysis & Methodology

ACDA translates adversary intelligence into repeatable engineering workflows.
Borrowing the outside-in principle from military forward-defense, boundary-layer
protection from materials science, and interface-hazard analysis from systems
engineering, the model couples external attack-surface metrics with continuous
threat simulation. This section explains the reference frameworks, data sources,
and analytical steps that prove ACDA’s value and make it portable across
enterprises.

Workflow overview

1. Enumerate external assets and quantify exposure.

2. Map each exposure to adversary tactics and abuse paths.
3 Prioritize and remediate via risk-weighted sprints.

4. Validate fixes through automated ‘Red Team’ replay.

5. Feed results into design guidance and policy updates.

ISAU-RP-900-2024-ACDA
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3.1 Frameworks & Standards Reference

ACDA stands on widely adopted standards so that its controls, metrics, and
evidence integrate cleanly with existing governance programs:

NIST Cybersecurity Framework 2.0- ACDA operationalizes the Identify,
Protect, and Detect functions by turning external-asset inventories and
ATT&CK mappings into quantitative risk scores [1].
ISAUnited Defensible Standards- The model embeds ISAUnited’s
domain standards so that mitigation tasks align with enterprise-
architecture guardrails and audit checkpoints [10].
Zero-Trust Architecture (ZTA)- Continuous identity, device, and context
verification ensures that remediated assets stay protected even when
credentials leak or network locations change [6].
MITRE knowledge bases:
o ATT&CK - links each discovered exposure to real-world tactics,
techniques, and procedures (TTPs) [2].
o CVE - supplies authoritative vulnerability IDs and patch status for
exposed software [3].
o CWE - highlights underlying design flaws so engineers can fix root
causes, not just symptoms [4].
o CAPEC - offers canonical attack patterns to script and automate
red-team replay [5].

By fusing these resources, ACDA lets security teams:

1.

Systematically identify every Internet-reachable endpoint, service, and
identity.

Cross-reference each finding with known TTPs and published
weaknesses.

Rank remediation work by adversary utility, not by arbitrary CVSS alone.

Validate fixes through repeatable adversary emulation built from CAPEC
patterns.

The result is a living, evidence-based defense cycle that reduces exposure while
proving effective against the very tactics attackers rely on.

ISAU-RP-900-2024-ACDA
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3.2 Threat Analysis & Risk Considerations

TADA translates ACDA'’s outside-in philosophy into step-by-step threat
discovery, simulation, and mitigation activities. The workflow combines external
attack-surface intelligence, adversary behavior models, and engineering controls
so defenders can block threats at or before the first observable tactic.

3.2.1 Outside-In Threat Analysis

e Perimeter-first defense- Harden Internet-facing services—firewalls, web
gateways, SaaS, and cloud workloads—before tuning internal
segmentation. Continuous external vulnerability scans and attack-surface-
management (ASM) tooling expose misconfigurations long before
attackers do [1] [2].

e Threat-actor simulation- Replay reconnaissance techniques (e.g., Shodan,
Censys, or custom Nmap profiles) to uncover open ports, stale DNS
records, and leaked credentials [2] [3].

e Cyber-resilience engineering- Apply micro-segmentation, Zero-Trust policy
enforcement, and adaptive monitoring to contain any intrusion that evades
the outer layer [6] [7].

3.2.2 Threat Discovery & Rapid Remediation

A) Lockheed Martin Cyber Kill Chain [8]

Table 01. ACDA Kill Chain Disruption

Kill-chain phase

External attack example

ACDA control (early
disruption)

Reconnaissance

Automated scan spots open the RDP
port.

ASM + threat-intel alerts on
hostile scanners.

Weaponization

An exploit crafted for an unpatched
VPN.

Patch orchestration & credential-
hardening.

Delivery

The payload was delivered via SQL
injection on a public API.

Web-application firewall & input
validation.

ISAU-RP-900-2024-ACDA
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Kill-chain phase External attack example A.CDA c.:ontrol (early

disruption)
. . . Runtime application self-

Exploitation Remote code execution gains a shell. protection (RASP).

Installation Web-shell backdoor deployed. File-integrity & least-privilege
enforcement.

Command & Encrypted DNS-over-HTTPS beacon. Egres§ filtering & anomaly

Control detection.

Actions on Lateral move to internal DB; data DLP + Zero-Trust segmentation +

Objectives exfiltration. rapid isolation.

b) Mandiant Attack Lifecycle [9]

TADA overlays the Kill Chain with Mandiant’s phases (Initial Compromise,
Foothold, Discovery, Priv-Esc & Lateral Move, Persistence,
Exfiltration/Destruction). Each phase inherits the same ACDA controls:
continuous surface discovery, Zero-Trust gating, behavioral analytics, and
automated containment.

3.2.3 The Blind Spots: Rogue IPs, Ports, & Technical Assets

Shadow IT and fast DevOps cycles routinely spin up cloud resources outside
security visibility. Attackers exploit these gaps by:

1. Scanning for open ports on forgotten hosts.
2. Abusing default credentials or weak authentication.

3. Pivoting from the rogue asset to internal networks.

ACDA countermeasures
« Continuous external-asset discovery and tagging [2] [3].

o Secure-by-default port and service templates; close anything
unnecessary.

ISAU-RP-900-2024-ACDA
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o Threat-intel correlation against ATT&CK, CVE, CWE, and CAPEC to spot
high-risk exposures [2] [3] [4] [5].

« SOAR-driven isolation when a rogue service appears.

ISAU-RP-900-2024-ACDA
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Figure 03. ACDA compensating controls
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Table 02. ACDA disrupts the Cyber Kill Chain.
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Attack Phase

Adversary Actions (Cyber Kill
Chain & Mandiant)

Where ACDA Disrupts the Attack

1. Reconnaissance

Adversary scans for external
vulnerabilities, open ports,

misconfigured cloud assets,
APls, and public credentials.

External Attack Surface
Management (ASM) — Continuous
scanning of exposed assets & rogue
IPs.

Threat Intelligence Feeds —
Detects attacker reconnaissance
tools (e.g., Shodan, Censys).

2. Weaponization

The attacker develops an exploit
payload, phishing campaign, or
malware targeting discovered
weaknesses.

Threat Intelligence Correlation —
Uses MITRE ATT&CK data to block
known exploits preemptively.

Zero Trust Access Control —
Prevents unauthorized APl/service
access.

3. Delivery

Malware, phishing payloads, or
exploits delivered via email, web,
or cloud service vulnerabilities.

Email Security & Web Filtering —
Blocks malicious emails, phishing
URLs, and drive-by downloads.

External API Security Validation —
Monitors supply chain security &
API interactions.

4. Exploitation

The adversary executes the
exploit, leveraging software
vulnerabilities or credential

abuse to gain initial access.

Patch Management & Continuous
Hardening — Blocks exploits
targeting CVE & CWE
vulnerabilities.

Runtime Protection & EDR —
Detects anomalous process
execution in cloud & on-prem
workloads.

5. Installation
(Persistence)

The attacker establishes
persistence via backdoors, rogue
accounts, or cloud
misconfigurations.

Cloud Security Posture
Management (CSPM) — Identifies
misconfigured IAM roles & over-
privileged accounts.

Zero Trust Identity Controls —
Detects abnormal user behavior and
enforces MFA reauthentication.

ISAU-RP-900-2024-ACDA
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Network Segmentation & Traffic
Anomaly Detection — Identifies
unauthorized outbound C2 traffic.

Malware establishes remote
6. Command & Control |[communication with an

(C2) attack(-?r’s infrastructure, SOAR (Automated Response) —
executing further commands. Blocks outbound connections to
threat intelligence-flagged IPs.

Data Loss Prevention (DLP) &
Behavioral Analytics — Detects &

Adversary steals sensitive data, ||plocks unauthorized data transfers.

7. Exfiltration & Impact disrupts operations (e.g.,

ransomware), or achieves Automated Containment & Forensic

mission objectives. Analysis — Quarantines affected
systems to prevent further
compromise.

The table maps each kill-chain or attack-lifecycle phase to the specific ISAUnited
Defensible-Standards controls, Zero-Trust policies, and automated responses
that ACDA prescribes.

By joining outside-in discovery, threat-actor simulation, and standards-based
hardening, TADA enables organizations to cut dwell time, shrink exposure
windows, and prove that defenses stop real attackers in measurable, repeatable
terms, not just satisfy compliance check-boxes.

3.3 Engineering & Design Considerations

ACDA converts threat intelligence into concrete engineering blueprints by
anchoring every control in ISAUnited’s three-step defense cycle—Discover,
Detect, Defend (3 Ds). Each step applies layered safeguards, real-time
automation, and resilience patterns so the architecture blocks, absorbs, or
recovers from adversary actions that slip past the outer screen.

ISAU-RP-900-2024-ACDA
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3.3.1 Layered Security Controls

e Discover — preventive layer:
o Continuously map Internet-facing assets (IPs, sub-domains, APlIs,
SaaS workloads) with automated attack-surface management
(ASM) scanners.
o Validate findings through red-team or penetration-test replay that
mirrors MITRE ATT&CK reconnaissance tactics [2].
e Detect — visibility layer:
o Feed cloud-native logs, EDR telemetry, and network-traffic analysis
into analytics that correlate behaviors with known TTPs [2].
o Use threat-intel enrichment so SOC alerts inherit context (exploit,
CVE, likely objective) at detection [3].
e Defend - response layer:
o Orchestrate containment with SOAR playbooks: isolate the host,
block the IP, revoke the token—all within minutes.
o Enforce data-loss-prevention (DLP) policies and segmentation so
exfiltration attempts meet encrypted or air-gapped barriers.

3.3.2 Dynamic Threat Mitigation

Real-time feeds from CVE, CAPEC, and commercial intel streams update
blocking rules, WAF signatures, and Zero-Trust policy sets automatically [3] [5]
[6]. Al-driven correlation prioritizes exposures that match active adversary
campaigns, trimming the mean time from discovery to patch.

ISAU-RP-900-2024-ACDA
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¢ Risk-based assessment- Rank assets by business impact, exploit
likelihood, and ATT&CK alignment; patch or redeploy high-risk services

first [1].

e Design for resilience- Specify redundancy, fail-over, and immutable
snapshots so critical functions ride through disruption.

e API & component security- Mandate mutual TLS, OAuth 2.0 / OIDC,
strict RBAC scopes, and mTLS between micro-services to stop token
replay and privilege escalation.

3.3.4 The Role of the "3 D's" in Engineering ACDA

Discover gives architects complete visibility of the attack surface; Detect supplies
high-fidelity telemetry to spot active exploitation; Defend automates containment
and recovery. Embedding these verbs in every build story turns ACDA from a
concept into an engineering sprint backlog that measurably reduces dwell time.

3.3.5 Alignment with Scientific, Military, and Systems Engineering

Disciplines

Table 03. Industry Alignment

Domain

Concept

ACDA adaptation

Military strategy

Forward defense
(NATO)

Harden the perimeter first; posture forces to meet the

enemy outside.

Materials science

Boundary-layer
protection

Treat edge services as critical failure points; add extra
hardening and monitoring.

Systems
engineering

Progressive failure
analysis

Simulate attacker chains to reveal the weakest
external-to-internal pathways.
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3.3.6 Zero Trust Integration for Component & API Security

ACDA enforces continuous authentication and authorization along every service-
to-service hop:

e Mutual TLS secures micro-service channels; OAuth 2.0/0OIDC tokens carry
minimal scopes.

e APl gateways police rate limits and anomaly patterns.

e Runtime protection tools validate inputs and block injection attacks before
they hit business logic.

Figure 04. Identifying API Traffic Sources
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By weaving Zero-Trust policy enforcement into every component call and
aligning each engineering sprint with the 3 Ds, ACDA delivers a living
architecture that adapts as fast as adversaries innovate, ensuring
misconfigurations, rogue services, and credential theft attempts meet layered,
intelligence-driven defenses at every stage.
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3.4 Case Studies & Industry Examples

Real-world incidents show how early Discover — Detect — Defend controls
would have broken the attacker chain. Each study maps the breach to ACDA
countermeasures and highlights organizations' measurable gains after adopting
the framework.

3.4.1 Case Study 1: Ransomware Attack via Exposed RDP Port

Background- A regional healthcare provider lost access to patient-care systems
after adversaries brute-forced an Internet-facing Remote Desktop Protocol (RDP)
service that lacked MFA. The attackers deployed ransomware and exfiltrated
medical records.

ACDA lessons:

e External ASM would have flagged the live RDP port during weekly scans
and raised an alert for immediate closure [1] [2].

e Zero-Trust enforcement (MFA + conditional access) would have blocked
credential-stuffing attempts outright [6].

e ATT&CK correlation of brute-force TTPs could have warned SOC analysts
during reconnaissance, reducing dwell time.

3.4.2 Case Study 2: Supply Chain Attack via Third-Party APl Exposure

Background — A global payments processor exposed a partner AP| with weak
bearer-token validation. Attackers replayed intercepted tokens to pull customer
PII.

ACDA lessons:

e Zero-Trust API security demands continuous authentication and
authorization for every call, not just the initial handshake [6].

e mTLS + OAuth 2.0/0IDC would have bound tokens to client identity and
session context.

ISAU-RP-900-2024-ACDA
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e Automated third-party attack-surface discovery would have highlighted the
misconfigured endpoint before go-live.

3.4.3 Case Study 3: Cloud Misconfiguration Leads to Data Breach

Background — A tech firm left a public cloud object storage service bucket with
public-read ACLs. Shodan scans revealed the URL,; attackers downloaded
proprietary research data.

ACDA lessons:

e Cloud-security-posture management (CSPM) tools detect permissive
ACLs during daily sweeps.

e Threat-intel matching links Shodan queries with ATT&CK “Search Open
Websites/Domains” (T1596.004) to raise priority [2].

e [Least-privilege IAM and encrypted object storage would have limited
damage even if the bucket name leaked.

3.4.4 Industry Example: Financial Institution Adopting ACDA for External
Threat Defense

Background - Facing continual phishing and credential-stuffing campaigns, a
tier-1 bank adopted ACDA across 22 business units.

Table 04. ACDA Implementation Results at a Tier-1 Financial Institution (Pre- vs.
Post-Adoption Metrics)

Metric (12-month before/after) Pre-ACDA Post-ACDA|A

Mean time to detect external vulnerability.||15 days 9 days -40 %
Credential-stuffing success rate 1in 2000 attempts||1 in 10,000 ||-80 %
Unauthorized API calls blocked 68 % 99 % +31 pp
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Key enablers:

e Continuous ASM with auto-ticketing into DevSecOps backlog (Discover).

¢ Kill-Chain analytics feeding risk-weighted SOAR playbooks (Detect).

e Zero-Trust API gateway enforcing mTLS and per-call behavioral scoring
(Defend).

These cases confirm that when external exposure is discovered quickly, mapped
to real TTPs, and defended with automated controls, organizations slash dwell
time and avert high-impact breaches—precisely the outcomes ACDA is
engineered to deliver.

4. Technical Mathematical Computation (TMC)

Quantifying ACDA’s impact requires a repeatable metric that turns raw exposure
data into a single risk score. The Attack-Surface Exposure Index (ASEI) does this
by weighting the number of Internet-facing assets, the severity of their known
vulnerabilities, and the length of time they remain unpatched, then discounting
the result by the strength of existing controls.

4.1. Attack Surface Exposure Index (ASEI)

The Attack Surface Exposure Index (ASEI) is a metric that evaluates an
organization’s susceptibility to external threats by considering its external-facing
assets, known vulnerabilities, and exposure duration.

Equation 1. Attack-Surface Exposure Index

EA x CVS5S5., x ET
MS

ASEI =

Where:

« EA = Number of externally exposed assets (e.g., open ports, APlIs,
internet-facing servers)
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e CVSS_avg = Average CVSS score of known vulnerabilities in external-
facing assets

e ET = Exposure time (in days) before vulnerability remediation or patching

« MS = Mitigation strength (effectiveness of security controls applied; scaled
1-10, where 10 is most effective)

Interpretation:

Higher ASEI values signal greater attack opportunity; lower values indicate a
well-hardened surface.

Example Calculation:

« EA=15
e CVSSavg=75
« ET =30days
e MS=8
15 = 7.5 = 30
ASEI — — 421.875

8

This 421.9 score places the organization in the upper end of the moderate
range—good control strength, but too many exposed assets left open too long.

Recommended action: Cut EA or ET first (e.g., decommission unused services;
accelerate patch SLAs) to drive ASEI below 200.
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4.1.2 Benchmark Scale

Table 05. ASEI Benchmark Scale for Interpreting Attack Surface Exposure Risk

ASEl Exposure Action guidance

band posture

0-100 ||Low Maintain current cadence; continuous monitoring only.
101 - — Co . .

500 Moderate Prioritize high-risk assets; tighten patch timelines.

An immediate attack-surface reduction sprint is required; executive

R _ .
500 | High / Critical oversight is needed.

Using ASEI as an engineering KPI lets teams track progress across ACDA’s
Discover — Detect — Defend cycle and prove, with numbers, that exposure is
trending downward, release after release.

4.2 Adversary Success Probability (ASP)

Equation 2. Adversary Success Probability

ASP — TA x Ptr:q:uluit
DR x MR
Where:
o TA —total adversary attempts (scans, phishing e-mails, exploit runs)
e Pexploit — probability that any single exploit attempt succeeds (0 — 1)
« DR — detection-rate effectiveness for external threats (0 — 1)
« MR - mitigation-response strength (1 — 10)

Interpretation: Higher ASP values indicate that attackers can still breach
defenses despite existing controls; lower values show that detection and
response neutralize most attempts before compromise.

ISAU-RP-900-2024-ACDA



Page 26 of 40

Example Calculation:

e« TA=50
e Pexploit =0.30
« DR=0.80
e MR=38
50 =< 0.30
ASP = ——— = 2.34
0.80 x 8

Result: With an ASP of 2.34, adversaries retain a moderate chance of success.
Remediation focus: Boost DR (e.g., richer telemetry & analytics) and MR (faster
SOAR playbooks) to drive ASP toward 1.0 or below.

4.2.1 Benchmark Scale

Table 06. ASP Benchmark Scale for Assessing Adversary Success Risk

ASP Risk Recommended action

band posture

|< 1 ||Exce||ent ||Maintain control, tuning, and periodic red-team validation. |

|1 -3 ||Moderate ||Improve detection fidelity or automate containment. |

>3 High / Immediate investment in monitoring, incident response, and patch
Critical velocity.

Tracking ASP alongside the ASEI metric enables engineering teams to
demonstrate that ACDA reduces exposure (ASEI) and decreases the likelihood

of success for any active campaign.
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4.3 Risk Reduction Impact (RRI)

Equation 3. Risk-Reduction Impact

ASPprr:' _ ‘4-SP[JUEt

RRI (%) — e
<104 pre

> 100

Where:
e ASPpre — Adversary-Success Probability before ACDA deployment

o ASPpost — Adversary-Success Probability after ACDA controls are
operational

Interpretation: RRI expresses, in percentage terms, how much ACDA lowers an
attacker’s chance of success. Higher values mean greater risk reduction; values
below 20 % suggest that additional controls or tuning are still needed.

Example Calculation:

e ASPpre=3.5
e ASPpost=1.5

3.5 —1.5
RRI = —3r x 100 = 57.14%

wlat

Result: ACDA cut the attacker's success probability by 57 %, halving breach
likelihood.

Action guidance: Maintain the control mix, but target = 70 % RRI by tightening
detection latency or automating additional response playbooks.
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4.3.1 Benchmark Scale

Table 07. RRI Benchmark Scale for Measuring ACDA Risk Reduction
Effectiveness

RRI Eff.e ctiveness Recommended next step

band rating

|< 20 % ||Minima| “Deploy missing ACDA controls; reassess exposure metrics.

f/f’ =50 Moderate Optimize detection fidelity and incident-response tempo.

>50% |Significant gontlnue the continuous improvement loop; validate quarterly via
ed Team replay.

Tracking ASEI (§4.1), ASP (§4.2), and RRI (§4.3) together gives engineering,
security, and executive stakeholders a complete quantitative view: exposure size,
likelihood of exploitation, and the realized benefit of ACDA in complex numbers.

5. Proposed Solutions & Recommendations

To move from reactive clean-up to proactive risk elimination, enterprises must
embed ACDA’s outside-in logic and ISAUnited’s Discover — Detect — Defend (3
Ds) cycle into every design, build, and operate phase. The solutions below
translate that mandate into implementable controls, mapped to the metrics in
Section 4 and the ISAUnited Defensible Standards [10].

5.1 Attack Surface Discovery & Reduction

e Continuous external asset census- Schedule hourly DNS, IP, and
certificate sweeps; feed results into an attack-surface-management (ASM)
platform [2].

e Automated misconfiguration detection- Pair ASM with cloud-security-
posture-management (CSPM) rules to flag public buckets, permissive
ACLs, and stale DNS entries [3].

¢ Real-time remediation- Trigger SOAR playbooks that auto-close ports,
rotate keys, or quarantine rogue images the moment a new exposure
appears.
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e Measure progress with ASEI (§4.1)- Drive the index below 200 within
two quarters; alert executives if the trend flattens.

Figure 05. Flowchart of how ACDA detects and mitigates rogue external assets.

5.1.1 Defending the Rogue IPs, Ports, and Technical Assets Behind Ports

e Discovery techniques
o High-speed port scanners (Masscan, Nmap) are in safe mode to
avoid denial of service.
o Commercial ASM feeds (Censys, Shodan) for shadow-IT

attribution.
o Threat-intel matching against ATT&CK discovery tactics

T1595/T1596 [2].
e Mitigation strategies
o Governance: maintain a single, auto-updated CMDB entry per
external asset.
o SOAR: auto-isolate any asset not tagged “approved-external”.
Zero-Trust gating: force MFA or token binding even for diagnostic
interfaces [6].
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5.2 Adversary-Informed Threat Modeling

Traditional STRIDE-style models catalog generic weaknesses; ACDA replaces
them with an attacker’s eye-view that merges outside-in asset maps with the
MITRE knowledge bases. The goal is to predict how your exposed ports, APIs,
and cloud services would be chained into a breach—and then design controls
that break those chains before first contact.

e Threat-mapping workshop

o Start with the external asset list from ASM/CSPM scans.
Overlay each asset with the three attack stages shown in Figure 06—
Reconnaissance — Emulation — Gaining Access—to trace likely paths
(e.g., SQL-injection on a public API or brute-force against SSH).

e Map to MITRE ATT&CK [2]

o Assign a Tactic/Technique ID to every step so red-team, SOC, and
engineering teams share a common language (T1595.002 = “Active
Scanning”, T1190 = “Exploitation for Privilege Escalation”, etc.).

o Pull corresponding CAPEC patterns and CVE references [3] [4] [5] to
script automated exploit replay.

e Red-team adversary emulation

o Execute the mapped chain from outside the perimeter; record time-to-
detect (DR) and time-to-mitigate (MR) inputs for the ASP formula (§
4.2).

o Repeat quarterly or after significant architecture changes.

¢ Risk-based control design

o Rank paths by business impact x exploit likelihood (ASEI) and
prioritize mitigations that cut the highest-value links first.

o Embed Zero-Trust policies or code fixes, then rerun the emulation;
target a = 20 % rise in Detection Rate and = 50 % Risk-Reduction
Impact (§ 4.3).

Organizations build defenses anticipating the next exploit by treating threat-
modelling as a living, attacker-centered process—grounded in ATT&CK data and
validated through red-team replay—not just yesterday’s audit finding.
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Figure 06. Integration of threat mapping exercises.
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5.3 Zero Trust Integration

ACDA’s outside-in stance dovetails with Zero-Trust Architecture (ZTA): never
trust, always verify—especially at the perimeter where exposure begins [6].
Embedding ZTA across users, workloads, and service-to-service calls closes the
gaps that adversaries exploit after initial foothold.

5.3.1 Identity-Centric Access Controls

e Multi-factor authentication (MFA)- Conditional-access policies gate
every external login, shrinking credential-stuffing success and raising the
Detection Rate term in ASP (§ 4.2).

e Dynamic least-privilege enforcement- software-defined segmentation
(micro-VLANS, cloud security groups) stops lateral movement even if an

edge host falls.

e Continuous behavioral analytics- monitor geo-velocity, impossible-
travel, or sudden privilege-escalation patterns; auto-isolate sessions that

breach baselines.

5.3.2 Component- & API-Level Zero Trust

Table 08. Zero Trust Controls for APl and Component-Level Security in ACDA

Control

Purpose

ACDA benefit

Mutual TLS (mTLS) between
microservices

Authenticates both ends of
every call

Blocks rogue IPs or spoofed
containers from joining the
mesh

OAuth 2.0 / OIDC with short-
lived JWTs

Validates identity & scopes
per request

Limits token replay; reduces
Pexploit in ASP

API-gateway rate-limiting &
anomaly scoring

Detects credential-stuffing or
DDoS on public endpoints

Raise early alerts that feed
SOC and SOAR playbooks

Web-Application Firewall
(WAF) rules for OWASP Top-
10

Stops injection & XSS before
application logic

Cuts the exploitability of
exposed APIs; lowers ASEI

ISAU-RP-900-2024-ACDA




Page 33 of 40

How attackers exploit APl misconfigurations & ACDA mitigations

Table 09. Common API Misconfigurations and ACDA-Zero Trust Mitigation
Strategies

Abuse vector Attack technique ACDA/ZTA countermeasure

Broken , Enforce MFA during key generation; rotate
authentication Reuse static API keys. keys via CI/CD secrets management.
Excessive Wildcard scopes on access ||Apply RBAC + attribute-based access control
privileges tokens (ABAC); audit tokens for over-broad claims.
Injection & SQL/NoSQL/command Parameterized queries, schema validation,
unvalidated input  ||injection input-sanitization libraries, WAF pre-filters

5.3.3 Continuous Verification & Automated Response

1. Every request re-verified—identity, device health, and context signals
scored in real time; abnormal calls diverted to step-up auth.

2. SOAR integration—suspicious API tokens revoked automatically; ingress
rules update within seconds, improving Mitigation Response (MR) in ASP.

3. Metrics linkage—target a =2 20 % improvement in DR and a = 30 % drop in
ASP six months after full ZTA rollout.

ISAU-RP-900-2024-ACDA



Page 34 of 40

5.4 Threat Intelligence-Driven Defense

ACDA stays current by wiring live threat feeds into every Discover — Detect —
Defend loop. Real-time context about adversary infrastructure, exploit kits, and
active campaigns lets security teams spot an attack pattern on the public Internet
minutes before it reaches their edge.

5.4.1 Ingest & Normalize Live Feeds

e Aggregate multi-source intelligence- (commercial, open-source,
ISAC, government).

e Normalize and de-duplicate- indicators of compromise (I0OCs) so
each IP, hash, or domain has a single record.

e Publish a central enrichment service- used by SIEM, SOAR, and
ASM platforms; target < 5-minute lag from feed arrival to IOC
availability.

5.4.2 Automated Correlation & Response

e Threat-enriched ASM results raise priority if an exposed host matches
known malicious scanners.

e SOAR playbooks auto-quarantine assets or block IPs when IOCs align
with high-severity ATT&CK techniques, raising the Detection Rate
(DR) and Mitigation-Response (MR) factors in the ASP metric (§ 4.2).

e KPI: 290 % of IOC-matched alerts should trigger at least one
containment action within 60 seconds.

5.4.3 MITRE Framework Integration

Table 10. Integration of MITRE Threat Intelligence Frameworks into ACDA
Defensive Operations

MITRE ACDA use-case Defence advantage

asset

ATT&CK |[Map each exposure to a Shared language for SOC, DevOps, and red
[2] Tactic/Technique ID teams; drives control selection
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MITRE ACDA use-case Defence advantage
asset
CVE [3] Tie public vulnerabilities to specific Patch prioritization lowers Pexploit in ASP

Internet-facing hosts

Guides code refactor so weaknesses

CWE [4] Highlight underlying design flaws disappear, not just the symptom

Script adversary attack patterns for |[Validates that controls break real exploits,

CAPEC [5] emulation boosting RRI (§ 4.3)

5.4.4 Outcome-Based Metrics

Target improvements for six months post-deployment
« DR 20.90 (from 0.80 baseline).
« MR 29 (from 8 baseline).
e ASP reduced by = 30 %.
e RRItrend = 50 % and rising quarter-over-quarter.

By embedding structured intelligence, especially the ATT&CK, CVE, CWE, and
CAPEC taxonomies—directly into asset discovery, alert correlation, and
automated response, ACDA transforms threat data into immediate, measurable
risk reduction instead of dashboard noise.

5.5 Automated Response & Containment

Rapid, automatic action is the only reliable way to hold an attacker's dwell time
below the window needed to pivot from an external foothold to critical data.
Therefore, ACDA mandates orchestration that ties real-time monitoring to pre-
approved containment playbooks, so a reconnaissance signal on the edge can
isolate a rogue host or token within seconds.
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5.5.1 Real-Time Monitoring

e Deploy network- and host-based IDS / IPS sensors across cloud and on-
prem segments; feed them the latest ATT&CK technique signatures and
behavior models [2].

o Extend External-Attack-Surface-Management (ASM) polling to minute-
level frequency for high-value DMZ subnets.

o Stream logs to a cloud SIEM with < 5-second ingestion latency, ensuring
visibility across hybrid workloads.

5.5.2 Alerting & Notification

o Set SIEM correlation rules that score events by MITRE tactic + exposed-
asset criticality; forward only medium- or high-severity hits to analysts,
cutting noise by = 60 %.

o Pipe critical alerts to team collaboration platform channels with embedded
SOAR links so responders can trigger playbooks in one click.

5.5.3 SOAR & SIEM Integration

o For every high-fidelity SIEM rule, attach a SOAR workflow: enrich with
threat-intel, auto-quarantine the host or revoke the API token, and open a
ticket with the remediation steps pre-filled.

« KPI target—95 % of high-severity alerts should execute at least one
automated containment step within 60 seconds; track this on the incident-
response dashboard.

5.5.4 Al-Driven Insights

« Train ML models on historical SIEM data to flag out-of-family network
flows or authentication patterns; feed anomaly scores into SOAR for auto-
escalation.

e Use generative-Al assistants inside the console to suggest root-cause
hypotheses or next-step containment commands, accelerating analyst
triage.
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5.5.5 Deception Technologies

Position honeypots that emulate exposed services (SSH, SMB, API
endpoints). Any connection triggers an immediate SOAR action to drop
the source IP at the firewall and pivot the event to purple-team analysis.

Seed decoy credentials in source control and password vaults; monitor for
use on any external service to detect attacker reconnaissance.

5.5.6 Pre-Defined Containment Playbooks

Table 11. Predefined ACDA Containment Playbooks and Their Alignment to the
3 Ds Lifecycle

Playbook trigger Automated actions 3 Ds alignment
API key reused from Revoke key, invalidate session cookies, notify Detect —
abnormal ASN owner Defend

Unauthorized port opened ||Block security-group rule, snapshot disk, and add ||Discover —
on cloud VM a finding to the backlog Defend

RDP brute-force detected | Geo-block source /24, enable MFA enforcement, |[Detect —
on edge host push findings to red-team queue. Defend

Micro-segmentation policies enforce just-in-time network access and
automatically shrink compromised workloads’ east-west permissions to “deny-all”
until forensics clears the host.

5.5.7 Operational Benefits

Enhanced analyst efficiency- SOAR removes repetitive containment,
freeing engineers to focus on complex hunts.

Reduced dwell time- Automated first-response slashes time-to-contain;
feed results into the Mitigation-Response (MR) parameter of the ASP
metric (§ 4.2).

Improved collaboration- Unified dashboards and integrated chat-ops
keep SOC, cloud, and network teams synchronized during incidents.
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By combining always-on monitoring, high-signal alerting, and machine-executed
containment, ACDA transforms incident response from manual firefighting to a
measured engineering discipline that the metrics in ASEI, ASP, and RRI can
verify quarter after quarter.

6. Conclusion & Future Considerations

Adversary-Centric Defensive Architecture (ACDA) reframes enterprise security
around how real attackers scout, exploit, and pivot through Internet-facing
assets. By combining:

« continuous attack-surface discovery (ASEI),

« quantifiable adversary-success probability (ASP),

« data-driven risk-reduction impact (RRI),

e and ISAUnited’s Discover — Detect — Defend cycle,

The framework turns security from checklist compliance into an engineering
discipline that can be measured, sprinted, and improved. Early pilots already
show 2= 50 % risk-reduction and = 40 % faster vulnerability detection.

Future Considerations

Table 12. Future Focus Areas for Advancing ACDA Implementation and
Resilience

Focus area Why it matters First steps
Al-driven analvtics Predict attacker paths and cut Deploy ML models that raise DR
y detection latency to seconds. to =2 0.90 in ASP.

Feed ISAC / ISAUnited exchange
Spot campaign 10Cs earlier. data directly into SOAR
enrichment.

Collaborative threat-
intel sharing

Run purple-team exercises every
quarter; aim for 30 % dwell-time
reduction each cycle.

Continuous Red Team ||Validate controls against the latest
& adversary emulation | TTPs.
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Focus area

Why it matters

First steps

Cloud & hybrid
expansion

Cloud misconfigurations remain
the #1 breach vector.

Extend ASM/CSPM scans to
every new account within 24 h of
creation.

Regulatory alignment

Map ACDA controls to CSF 2.0,
ISO 27001, and upcoming EU NIS
2.

Produce a control-coverage matrix
for auditors.

Automated threat
hunting & response

Shrink mean-time-to-contain to <
10 min.

Tie SOAR playbooks to ML risk
scores for hands-free isolation.

Evolving security
architecture

APls, supply-chain links, and edge
Al workloads change the surface
weekly.

Review ACDA design patterns in
every sprint planning session.

ACDA is intentionally dynamic, and new TTPs, cloud services, and business
integrations will reshape its controls. By embedding adversary first thinking and
the metrics introduced in Section 4, organizations can prove, quarter after
quarter, that their defenses adapt at attacker speed and that security remains a
core engineering outcome, not an after-the-fact patchwork.
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